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In The Name Of Allah, 

The Most Gracious, 

The Most Merciful 
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Disclaimer: The following controls will be governed by and 

implemented in accordance with the laws of the Kingdom of 

Saudi Arabia, and must be subject to the exclusive jurisdiction 

of the courts of the Kingdom of Saudi Arabia. Therefore, the 

Arabic version will be the binding language for all matters 

relating to the meaning or interpretation of this document.  
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Scope of Work and Applicability 

DCC Scope of Work  

 

DCC Statement of Applicability   
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Implementation and Compliance 

 

Update and Review 
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DCC Domains and Structure 

Main domains and subdomains of DCC 

The following figure shows the main domains and subdomains of the Data Cybersecurity Controls,  

Appendix (A) clarifies the relationship with the Essential Cybersecurity Controls (ECC). 

 

                       Figure (2): DCC domains and subdomains 
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Structure 

Figure (2) and (3) below show the meaning of controls codes: 

 
 

 

 

 

 

 
Figure (3): DCC Structure 

Table (1) below shows the methodological structure of DCC 
Table (1): DCC Structure 

 

 

Figure (2): Controls Coding Scheme 

Data Cybersecurity Controls 

 

DCC 1 2021 

Version No. Year of 

Issuance 
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Data Cybersecurity Controls 

Details of the Data Cybersecurity Controls (DCC) 
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At least every 6 

months

At least every 3 

months

At least annually At least every 6 

months
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3. Third-Party and Cloud Computing Cybersecurity

Third-Party Cybersecurity
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 ملاحق

Appendix (A):  The relationship with the Essential Cybersecurity Controls 

(ECC) 

 

Figure 4: Guide to Colors of Subdomains in Figure 5 
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Cybersecurity Strategy Cybersecurity Management 

Cybersecurity Policies and Procedures Cybersecurity Roles and Responsibilities  

Cybersecurity Risk Management 
Cybersecurity in Information 

 Technology Projects 

Cybersecurity Regulatory Compliance 1-1 Cybersecurity Periodical Assessment and Audit 

1-2 Cybersecurity in Human Resources 1-3 Cybersecurity Awareness and Training Program 

Asset Management 2-1 Identity and Access Management 

2-2 
Information System and Processing Facilities 

Protection 
Email Protection 

Networks Security Management 2-3 Mobile Devices Security 

2-4 Data and Information Protection 2-5 Cryptography 

Backup and Recovery Management Vulnerabilities Management 

Penetration Testing Cybersecurity Event Logs and Monitoring Management 

Cybersecurity Incident and Threat Management 2-6 Physical Security 

Web Application Security 2-7 
Cybersecurity for printers and scanners and copy 

machines 

Cybersecurity Resilience aspects of Business Continuity Management (BCM) 

3-1 Third-Party Cybersecurity Cloud Computing and Hosting Cybersecurity 

Industrial Control Systems (ICS) Protection 

                          Figure 5: ECC and DCC subdomains 
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Appendix (B): Terms and Definitions 

Table (2): Terms and Definitions 
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Appendix (C): List of the Abbreviations 

Table (3) below highlights some of the abbreviations and their meanings which were used in 

this document.  

Abbreviations Full Term 
BYOD Bring Your Own Device    
DDoS Distributed Denial of Service Attack   
ECC Essential Cybersecurity Controls   
MDM Mobile Device Management   

Table (3): List of Abbreviations 
 

 


