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A plan that meets <entity name>'s unique business 1-1
requirements, which relates to <entity name=>'s mission, size,

structure, and functions, and lays out the necessary

resources and management support, shall be developed.
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The following elements shall be included in the incident 2-1
response plan:

e Mission

e Strategic goals

e Senior management approval

e Organizational approach to incident response

e How the incident response team communicates with
the rest of the organization (internally) and with other
organizations (externally)

e Metrics for measuring the incident response capability
and its effectiveness

¢ Incident response maturity roadmap
sl gl
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¢ How the incident response capability fits into the overall
large organization
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Management personnel, as well as backups, who will support
the incident handling process by acting in key decision-
making roles, shall be designated.
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All relevant factors shall be considered during the selection of

an incident response team structure, in the context of the

organization’s needs and available resources. Examples of
incident response structures are:

e Central Incident Response Team (CIRT), which
consists of a single team who handles incidents
throughout the <entity name>.

e Distributed Incident Response Teams (DIRT), which
consist of multiple incident response teams, each
responsible for a particular logical or physical segment
of the <entity name>.
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The structure of the incident response team, who shall be
available to provide assistance to those who discover or
suspect that an incident involving <entity name> has
occurred, shall be determined.
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Individuals with appropriate skills shall be selected to be
members in the incident response team. Such individuals
shall have the required expertise and proficiency to assist the
team in performing not only incident response activities, but
also:

e Intrusion Detection: the team is expected to analyze
incidents more quickly and accurately, based on the
knowledge it gains from intrusion detection
technologies.

e Advisory Distribution: the team may issue advisories
within the <entity name> regarding new vulnerabilities
and threats. Advisories are often needed when new
threats are emerging, such as a high-profile political
event.

e Education and Awareness: it is highly recommended
that the users and technical staff are aware of how to
detect, report, and respond to incidents. This can be
achieved through many means: workshops, websites,
newsletters and posters.
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e Information Sharing: incident response teams often
participate in information sharing groups.
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Upon the occurrence of an incident, the incident details shall
be included in the initial analysis to determine its scope. Such
details shall include the affected networks, systems, or
applications; who or what caused the incident; and how the
incident occurred (e.g., what tools or attack methods are
being used, what vulnerabilities are being exploited, etc.).

When performing an initial analysis, the following shall be
considered:

e Profiling of networks and systems in which the
characteristics of expected activity is measured so that
changes to it can be more easily identified

e Understanding normal behaviors

e Using a centralized logging and creating a log retention
policy
e Performing event correlation
e Keeping all host clocks synchronized
e Maintaining and using a knowledge base of information
ol yidl
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¢ Running packet sniffers to collect additional data
e Creating a diagnosis matrix for less experienced staff
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Subsequent activities, such as incident containment and
deeper analysis of the incident impact, shall be prioritized
based on the results of the initial analysis.
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All facts regarding an incident shall be documented and
recorded through logbook, laptops, audio recorders or digital
cameras.
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The time for every step taken from the minute the incident
was detected to its final resolution shall be documented and
recorded. Additionally, every document regarding the incident
shall be dated and signed by the incident handler.
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Records regarding the status of incidents shall be maintained

using an application or a database, such as an issue tracking
system. Those records shall include the following:

e Summary of the incident

Indicators related to the incident (i.e., a sign that an
incident may have occurred or may occur)

e Actions taken by all incident handlers on this incident
e Chain of custody, if applicable
e Impact assessments related to the incident

e Contact information of relevant parties (e.g., system
owners, system administrators, or vendors)

e A list of evidence gathered during the incident
investigation

e Comments from incident handlers

e Next steps to be taken
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A standard for the review process required by the upper
management shall be created to determine whether or not
<entity name> can disclose any information regarding the
security incident (such as incident reporter/incident causes
and affected systems) to external parties (except NCA).
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Incident data shall be protected and access to it shall be
restricted. Additionally, communications with regards to the
incident (e.g., emails) shall be encrypted.
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Response to each incident shall be prioritized based on the

estimated business impact caused by that incident and the
estimated efforts required to recover from it.

The following factors shall be considered when determining
the impact of an incident:

e Functional Impact: incidents targeting IT systems
typically impact the business functionality that those
systems provide, which negatively affects the users of
those systems. Table A provides examples of
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functional impact categories that an organization might
use for rating its own incidents.

e Information Impact: incidents may affect the
confidentiality, integrity, and availability of <entity
name>’s information. Table B provides examples of
possible information impact categories that describe
the extent of information compromise caused by an
incident.

e Recoverability: the incident scope and the type of
resources it affects determine the amount of time and
resources required for recovery. Table C provides
recoverability effort categories that reflect the
resources level and type required to recover from an
incident.
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Incidents shall be classified based on severity level (Table D).
oY) asaa e Jyseall Canmiuall paad Aglae aie 40 iVl ol sl
:@\M\

(-.;\.@_A\ugmﬁumﬂ@‘)b‘ﬂ JS g nolsie (e saaill o

(Gad) gall Ll 3acE aladinl @

enledl lpadtiing i) dlaiaall YLatY) Gl 8 430 0 o

The following activities shall be conducted when attempting
to identify an attacking host:

¢ Validating the attacking host’s IP address
e Searching for the attacking host on search engines
e Using incidents database

e Monitoring  attacker's  possible communication
channels
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An escalation procedure shall be established for the

instances in which the incident response team does not
respond to an incident within the designated timeframe.
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A primary and secondary Point of Contact (PoC) with NCA
shall be designated, and all incidents consistent with <entity
name=>'s Incident Response Policy shall be reported.

Linadl Gleally <Agall aul> gy 4 dhall Jlai¥) Gl 3k waas
Claaiual AT e o Sl pund) (a3 dk gl Lgd) (i s jlad)

The communication methods and channels required to
provide status updates to <entity name> and external
stakeholders, such as NCA, shall be determined.
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A policy which states the maximum time during which system
administrators and other workforce members must report
anomalous events to the incident response team shall be
developed. The mechanisms for such reporting (including the
reporting channels such as phone number and/or email
address), and the type of information that should be included
in the incident notification shall be included in the policy as
well.
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Routine incident response exercises and scenarios shall be
planned and conducted to test the communication channels
used by the incident response team, in addition to its
decision-making skills and technical capabilities to increase
awareness and improve agility in responding to real-world
threats.
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Specified timeframes shall be determined and adhered to
when reporting incidents to NCA.
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An incident response ticket shall be assigned to the incident
response team the moment a security incident is reported.
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Necessary activities shall be taken to restore the affected
systems. Such activities shall include, but shall not be limited
to, the following:

e Restoring systems from clean backups

e Rebuilding systems from scratch

e Replacing compromised files with clean versions
¢ |Installing patches

e Changing passwords, and tightening network
perimeter security (e.g., firewall rulesets, boundary
router access control lists, etc.).
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Cybersecurity incidents shall be resolved and corrected
within the pre-defined timeframes, otherwise, the incident
il gl
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response team shall escalate the incident as per the
classification of security incidents and incidents escalation
rules and procedures at the <cybersecurity organization=>.
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The budget and resources required to recover from a
cybersecurity incident shall be allocated. <Entity name> shall
be held responsible for providing sufficient fund to the
<cybersecurity organization>, which will in turn utilize it to
minimize the damage and ultimately, recover from the
incident.

G sllaall agal) il sall e Jabailly dginall cilgad) Gy () Cang «cVal (iany
@y il 2gea o Aailll Al agall 13 o s Al e Llad el

In some cases, incident handlers shall consider the effort
necessary to actually recover from an incident and carefully
weigh that against the value the recovery effort will create and
any requirements related to incident handling.
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Details regarding cybersecurity incidents (e.g., incident type
and category, incident reporters, affected
services/assets/information, incident detection method, and

any other supporting documents) shall be stored, maintained
and reviewed periodically.
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“Lessons learned” meetings shall be held with all relevant
parties after the occurrence of a major incident to address
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new threats, improved technology, and lessons learned as
part of the recovery process.
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Business continuity planning professionals shall be informed
about the nature of the incidents and their impacts so they
can fine-tune business impact assessments, risk
assessments, and continuity of operations plans.
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Business continuity planning professionals within <entity
name> shall be engaged at the earliest stages of incident
detection and response to minimize operational disruption
during severe circumstances as they may provide valuable
assistance in planning responses to certain situations, such
as during Denial of Service (DoS) attacks.
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Cybersecurity threat information, such as indicators (e.g.,
Internet Protocol "IP" address of a suspected command, a
suspicious Domain Name System "DNS" domain name, a
Uniform Resource Locator "URL" that references malicious
content), shall be collected from a variety of sources,
including open source repositories, commercial threat feeds,
and external partners, and organized in a knowledge base.
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Indicators shall be organized and stored in a knowledge base
in a free form, such as wikis and structured databases, to
store, organize, track, query, and analyze collections of
indicators.

Information which is commonly recorded in a knowledge base
shall include the following:
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Indicator source and indicator collection date or time
Rules governing the use or sharing of an indicator
Indicator validity duration

Information regarding whether or not attacks
associated with an indicator have targeted specific
organizations or sectors

Any Common Vulnerability Enumeration (CVE),
Common Platform Enumeration (CPE), Common
Weakness Enumeration (CWE), Common
Configuration Enumeration (CCE) records associated
with an indicator

Groups, actors or aliases associated with an indicator
TTPs commonly used by an actor
Motives or intent of an associated actor

Individuals or types of individuals targeted in
associated attacks

Systems targeted in attacks
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Threat intelligence and breach indicators shall be shared with

NCA.
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Table A — Functional Impact Categories
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No effect on <entity name=>'s ability to provide None
all services to all users.
Ll Cleadll A8 aas e 3,08 <leal) anl> ) L

Alladll L)) e LSl peadiveal) 488

Minimal effect; <entity name> can still provide Low
all critical services to all users but has lost
efficiency.
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<Entity name> has lost the ability to provide Medium
critical services to a subset of system users.
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<Entity name> is no longer able to provide High

some critical services to any users.
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Table B— Informational Impact Categories
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No information was exfiltrated, changed,
deleted, or otherwise compromised
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Sensitive Personally ldentifiable Information
(PIl) of employees, beneficiaries, etc. was
accessed or exfiltrated.
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Unclassified proprietary information, such as
Protected Critical Infrastructure Information
(PCII), was accessed or exfiltrated.

Ledda o A8 Leall o Apanall il slaall yyuis

Sensitive or proprietary information was
changed or deleted.
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Table C— Recoverability Effort Categories
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Recovery time is predictable with existing
Regular
resources.
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Recovery time is predictable with additional
resources.

Supplemented
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Recovery time is unpredictable; additional Extended
resources and outside help are needed.
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Recovery from the incident is not possible Gall IS e
(e.g., sensitive data exfiltrated and posted Not Recoverable
publicly), and an investigation on the incident

shall be conducted.
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Table D — Classification of Incidents Based on Severity

Level
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e Direct threat or damage to <entity
name>'s image, reputation or
credibility.
e Sever impact on multiple business
functional units.
e Critical impact on business location.
e Continuity measures may need to
be invoked.
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Very
High
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Severe outage affecting single
business functional units, key services
or location.

High
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Moderate degradation to business
functional units, locations, and IT
assets, in addition to moderate to high
impact on non-critical business units
within <entity name>.

Medium
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e Issue can be tolerated for a
particular period of time.

e Small issue with a localized scope.
e Few resources are affected by the
issue.
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